
THEME ARTICLE: SPECIAL ISSUE ON NON-IID OUTLIER
DETECTION IN COMPLEX CONTEXTS

Anomaly Detection Aided Budget Online
Classification for Imbalanced Data Streams
Xijun Liang , Xiaoxin Song, Kai Qi, Jinyu Liu , Ling Jian , China University of Petroleum, Qingdao, 266580,
China

Jundong Li, University of Virginia, Charlottesville, VA, 22904, USA

Learning from imbalanced data streams differs from the traditional learning paradigm
due to the issues of imbalanced classes. It has significant implications in amyriad of
real-world applications, ranging from financial risk, network security, tomedical
diagnosis.Moreover, outliers usually appear in data streams. The issue of class
imbalance or anomaly itself could negatively affect the performance of the underlying
learning algorithms, and their combinationmakes the learning problem harder.
In this work, we propose an anomaly detection aided budget onlineweighted learning
method (BOW-LM) to identify positive and negative instances from imbalanced data
streams. BOW-LM is based on thewidely used Feedforward Networkswith Random
Weights. An agile lightweight anomaly detector is designed based on the nonlinear
mapping of the network. To reduce computational complexity and to response
promptly, BOW-LMemploys amatrix correction technique to update the learning
model by onlyOðL2Þ operations for each data chunkwith L hidden layer nodes.
Empirical studies on both synthetic and real-world datasets demonstrate the
effectiveness of BOW-LM.

R ecent years have witnessed an increasing
number of applications involving learning
from data streams such as network intrusion

detection, rare disease diagnosis, traffic control, and
fraud detection, to name a few. Velocity is critical
for data stream mining, where new instances are con-
tinuously evaluated and decisions must be made
under time constraints. Besides, outliers may appear
in various data streams for the reasons of instrument
error, changes of environment, human error, setup
error, etc. It calls for the development of effective
learning algorithms that can dynamically provide
a timely model update and are robust to outliers.

Learning from imbalanced data is another challenge
in the data mining community. In many real-world appli-
cations, collecting a sufficient number of instances
from some classes may be costly, time-consuming or
even impossible. A classical example is fraud detection,

where there is an abundant of legit transactions, but the
fraudulent ones are uncommon.

It is a particularly challenging problem to learn from
imbalanced data streams with outliers. On the one
hand, for imbalanced data, the number of instances in
some categories are much smaller than the others. In
this case, learning algorithms tend to emphasize the
majority categories while neglect the minority catego-
ries, which causes the learning bias issue. On the other
hand, there is a difficulty in data streams to distinguish
the samples of the minority class and the outliers, as all
of them may have different data distributions with the
majority class of the samples. Themutual effect of class
imbalance and outliers should be considered simulta-
neously when designing learning algorithms. One feasi-
ble solution is to construct a cost-sensitive online
learning algorithm equipped with a special anomaly
detection scheme.

In this work, we select the Feedforward Networks
with Random Weights (RW-FFN)1 as a base learning
model. A cost-sensitive weighting strategy is employed
to deal with the class imbalance problem, where we
incorporate a specially designed unsupervised anomaly
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detection scheme based on the distances of the trans-
formed samples in the feature space. Motivated by the
online learning technique for RW-FFN,2 we propose an
incremental learning method and a decremental learn-
ing method, which employ matrix correction technique
to update the weighted feedforward neural networks
dynamically. Based on these two methods, we further
propose a budget online weighted learning method to
identify positive and negative instances chunk-by-chunk
with limited memory from imbalanced data streams. In
this way, the model can be updated more efficiently
with computational operations of only OðL2Þ for L
hidden layers to deal with each data chunk. Besides,
a budget maintenance strategy, maximum judgement
criterion, is proposed to maintain the budget of the
active set.

The architecture of BOW-LM is illustrated in Fig 1,
where two modules, budget maintenance strategy
and anomaly detector, are designed and embedded
into the classic RW-FNN in subtle ways. The novelty of
this work is summarized as follows:

1. Compared with Recurrent neural networks
(RNNs) which has to design a reservoir, BOW-LM
proposes a budget maintenance strategy to
explicitly and directly update the active input
instances. This strategy trains a network with
simpler structure than RNNs, and enjoys low
computational complexity of only OðL2Þ.

2. The embedded anomaly detector identifies out-
liers in the feature space based on the nonlinear

mapping of the feedforward networks. Com-
pared with the traditional kernel-based methods,
the proposed anomaly detector significantly
reduces the computational complexity. Mean-
while, the anomaly detector provides candidate
outliers to be removed for the budget mainte-
nance strategy.

The remainder of this paper is organized as follows.
In Section II, we review recent related works about
randomized networks and real-time anomaly detec-
tion. We present the anomaly detection aided budget
online weighted learning method in Section III, and
evaluate it numerically in Section IV. The work is con-
cluded in Section V.

RELATEDWORKS
This work updates neural networks with random
weights.

This type of networks were introduced by Y.H. Pao
et al.1 with the name random vector functional-link
(RVFL) networks, which were extensively studied
and applied thereafter. An extensive evaluation of
different RVFL variants was given in.3 The universal
approximation property of the RVFL networks was
investigated in4 from an algorithmic perspective.

In addition to the aforementioned Feedforward net-
works with random weights, there are two broad fami-
lies of neural network models, both of which are
related to this work. The first one is recurrent NNs with

FIGURE 1. Schematics of BOW-LM.
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random weights (i.e., reservoir computing, RC),5 which
was proposed to deal with temporal data that exhibits
strong temporal dependencies among subsequent pat-
terns. The recent advances on the topic of randomized
recurrent NNs, including the explorations of reservoir
architectures and the stability conditions for the reser-
voir dynamics are summarized in.6 The architectures of
the recurrent NNs is more complex than the feedfor-
ward networks, and it needs special attention for
designing the reservoirs to ensure the stability of the
state behavior. The second group is the randomized
kernel approximations. In principle, our proposed
anomaly detection scheme could also be implemented
by the kernel technique. The key of this scheme is to
measure the distance between the instances in the
feature space. However, the computation of the kernel
elements scales quadratically with the number of
received instances, which is prohibitive in both time
and memory for data streams. Another challenge is
that the terms in the kernel expansion grow infinitely in
the setting of data stream mining. One solution is to
find a low-dimensional approximation of the kernel
function to obtain a feature mapping, which was
originally introduced by Rahimi and Recht.7 Recent
advances for the kernel approximation are summa-
rized in.8 These kernel approximation techniques
were usually designed for a specific type of kernels
and should pay special attention to the tradeoff
between the computation complexity and the
approximation performance.

Moreover, there exists a vast group of anomaly
detection methods. Among them, a review of outlier
detection and anomaly pattern detection is provided
in9 with streaming data. Some major techniques
include Nearest Neighbours, Bayesian network, sup-
port vector machine, decision trees, random forest,
and principal component analysis. For each of these
techniques, there are several algorithms for real-time
anomaly detection as summarized in.10 In recent
years, deep learning enabled anomaly detection, i.e.,
deep anomaly detection, has emerged as a noticeable
direction, as it plays some essential roles in anomaly
detection in high-dimensional data, non i.i.d. data, and
complex data. A good summary of a number of real-
world applications of deep anomaly detection could
be found in,11 while a comprehensive literature review
and categorization are presented in.12

BUDGET ONLINEWEIGHTED
LEARNINGMETHOD

A learning algorithm has to respond in time to the new
coming samples in data streams. It calls for the

learning algorithms that have incremental learning
capability and of low computational complexity. An
online sequential neural network with random weights
is proposed in2 and has been improved with various
settings.13 Motivated by this technique, we propose
an anomaly detection aided budget online classifica-
tion method to learn from the imbalanced data
stream.

Incremental Learning Method
In the scenario of data streams, the training data may
arrive chunk-by-chunk. Hence, an incremental learning
method is proposed in this section. Given an initial
training set @0 ¼ fðxi; yiÞgN0

i¼1, where N0 denotes the
number of samples. The traditional weighted feed for-
ward networks aim to minimize

1
2
kbbk22 þ

C
2
ðH0bb� y0ÞTW0ðH0bb� y0Þ;

where H0 ¼
hðvv1;b1; x1Þ � � � hðvvL;bL; x1Þ
� � � � � � � � �

hðvv1;b1;xN0
Þ � � � hðvvL;bL;xN0

Þ

24 35 and

y0 ¼ ½y1; . . . ; yN0
�T . The optimal solution is given by

bbð0Þ ¼ ~H0
{
y0 ¼

I

C
þHT

0W0H0

� ��1
HT

0W0y0;

where W0 ¼ ½diagðwiiÞ�N0�N0
is the weighting matrix

for @0. With the notation of Kð0Þ ¼ I
CþHT

0W0H0, bbð0Þ

can be formatted more concretely as bbð0Þ ¼ ðKð0ÞÞ�1
HT

0W0y0.
Suppose that another chunk of data @1 ¼

fðxi; yiÞgN0þN1
i¼N0þ1 is available, where N1 denotes the num-

ber of observations in @1. Incorporating the new data
chunk @1 into the initial data set @0, the optimal weight
bb can be calculated as

bbð1Þ ¼ ðKð1ÞÞ�1 H0

H1

� �T
W0 0
0 W1

� �
y0
y1

� �
; (1)

where Kð1Þ ¼ I
Cþ

H0

H1

� �T
W0 0
0 W1

� �
H0

H1

� �
, W1 ¼

½diagðwiiÞ�N1�N1
, y1 ¼ ½yN0þ1; . . . ; yN0þN1

�T , and H1 ¼
hðvv1;b1; xN0þ1Þ � � � hðvvL;bL; xN0þ1Þ� � � � � � � � �
hðvv1;b1;xN0þN1

Þ � � � hðvvL;bL;xN0þN1
Þ

24 35.
To update bbð1Þ more effectively, a recursive algo-

rithm is proposed as follows. Rewrite Kð1Þ as Kð1Þ ¼
Kð0Þ þHT

1W1H1; then bbð1Þ is recursively updated as

bbð1Þ ¼ bbð0Þ þKð1Þ
�1
HT

1W1ðy1 �H1bb
ð0ÞÞ:
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More generally, when the ðkþ 1Þth chunk of data

@kþ1 ¼ fðxi; yiÞg
Pkþ1

j¼0 Nj

i¼ð
Pk

j¼0 NjÞþ1
is available, the recursive

updating formulas are deduced as

Kðkþ1Þ ¼ KðkÞ þHT
kþ1Wkþ1Hkþ1

bbðkþ1Þ ¼ bbðkÞ þKðkþ1Þ
�1
HT

kþ1Wkþ1ðykþ1 �Hkþ1bbðkÞÞ:
(2)

Considering the main computational burden lies in
the calculation of Kðkþ1Þ

�1
, the inverse of the matrix

can be updated by the Sherman-Morrison-Woodbury
formula as

Kðkþ1Þ
�1 ¼ KðkÞ

�1 �KðkÞ
�1
HT

kþ1Z
�1
kþ1Hkþ1KðkÞ

�1
;

with Zkþ1¼W�1
kþ1 þHkþ1KðkÞ

�1
HT

kþ1, which significantly
reduces the computational complexity from OðL3Þ to
OðL2Þ. (It should be noted that a similar incremental
learning method was independently proposed in13.)

Decremental Learning Method
The decremental learning method runs in the opposite
direction of the aforementioned incremental learning
method. It works to remove some data chunk @kþ1 ¼
fðxi; yiÞg

Pkþ1
j¼0 Nj

i¼ð
Pk

j¼0 NjÞþ1
from the current training set (active

set). As the derivation of the decremental learning
method is similar to the incremental version, we only
show the update formula here. Denote Kðkþ1Þ

�1
as

Uðkþ1Þ, we derive the updating formulas as

Uðkþ1Þ ¼ UðkÞ þUðkÞHT
kþ1Z

�1
kþ1Hkþ1UðkÞ

bbðkþ1Þ ¼ bbðkÞ �Uðkþ1ÞHT
kþ1Wkþ1ðykþ1 �Hkþ1bbðkÞÞ;

(

with Zkþ1 ¼W�1
kþ1 �Hkþ1UðkÞHT

kþ1.

Budget OnlineWeighted Learning
Method
Based on the incremental and decremental learning
methods, we present the budget online weighted learn-
ing method. Suppose that at the kþ 1th timestamp, we
need to update the active set by substituting the new
data chunk Ikþ1 for the old data chunkDkþ1. We denote
HIkþ1 and HDkþ1 as the hidden layer output matrix of
data chunk Ikþ1 and Dkþ1, respectively. Similarly, we
use yIkþ1 and yDkþ1 to represent the corresponding out-
put vector, WIkþ1 and WDkþ1 to represent the weight-
ing matrix of Ikþ1 and Dkþ1, respectively. With the

following expressions of Hkþ1 ¼ HIkþ1
HDkþ1

� �
, ykþ1 ¼

yIkþ1
yDkþ1

� �
, Wkþ1 ¼ WIkþ1 0

0 WDkþ1

� �
, and eHkþ1 ¼

HT
Ikþ1 �HT

Dkþ1

h i
,Kðkþ1Þ is updated by

Kðkþ1Þ ¼ KðkÞ þHT
Ikþ1WIkþ1HIkþ1 �HT

Dkþ1WDkþ1HDkþ1 ;

bbðkþ1Þ is updated as

bbðkþ1Þ ¼ bbðkÞ þKðkþ1Þ
�1 eHkþ1Wkþ1ðykþ1 �Hkþ1bbðkÞÞ:

(3)
The matrix inverse operation in Kðkþ1Þ

�1
could be

avoided in the above formulae by replacing Kðkþ1Þ
�1

withUðkþ1Þ.
Adding or removing data chunks changes the ratio

of positive samples to the negative ones. Motivated
by the work of,14 we introduce the following weighting
scheme:

wii ¼ 1
#yi

; (4)

where #yi is the number of samples belonging to class
yi in the updated active set. We present BOW-LM as
follows.

Anomaly Detection Scheme
We observed that the function hðvvi;bi; xÞ ¼ gðvvi � x þ
biÞ introduces a nonlinear transformation

hðxiÞ :¼ ½hðvv1;b1; xiÞ; . . . ;hðvvL;bL; xiÞ� 2 RL; 8i: (5)

The transformation hð�Þ casts a sample record xi 2 Rn

into hðxiÞ, which belongs to a new space RL. RL is a
feature spaceas the Neural Networks trains a linear dis-
criminant function in this space according to fðxÞ ¼PL

i¼1 bihðvvi;bi; xÞ. When some types of outliers are diffi-
cult to identify, they may be identified in the feature
space. Technically, consider the commonly used func-
tion hðvv;b; xiÞ ¼ 1=ð1þ e�ðvv�xþbÞÞ 2 ð0; 1Þ where the sig-
moid function is adopted as activation function.
We expect a feature space where the outliers are
moved far away from the normal samples. Then the
mapping hð�Þ should magnify the “outlierness” of the
outliers. Unfortunately, the sigmoid function makes
each coordinate of hðxiÞ in a small interval (0,1). Thus,
we take a reciprocal of h:

~hðvv;b; xiÞ ¼ hðvv;b; xiÞ ¼ 1þ e�ðvv�xþbÞ 2 ð1;þ1Þ; (6)

which brings in a transformed sample

~hðxiÞ :¼ ½~hðvv1;b1; xiÞ; . . . ; ~hðvvL;bL; xiÞ� 2 RL: (7)

Then we identify the outliers in the feature space
introduced by ~h based on the samples in the current
active set V. We first calculate the “center” o 2 RL of
the samples in V, with j-th coordinate of o the median
of the j-th transformed feature values of ~hðxiÞ, xi 2 V:
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oj ¼ medianf~hðvvj;bj; xiÞ jxi 2 Vg: (8)

Then the distances of the transformed samples ~hðxiÞ
to o can be calculated based on the ‘1-norm, with xi 2
V. The distances are denoted as d1; . . . ; dn. Inspired by
Tukey’s boxplot,15 we use

75% quantileþ aquantile � interquartile range of d1; . . . ;dn

(9)

as a threshold, with aquantile > 0 as a parameter. When
aquantile ¼ 1:5, the threshold defined by (9) turns out to
be the upper extreme of the typical boxplot. Then an
interested sample �x is identified as an anomaly if the
distance of ~hð�xÞ to the center o is greater than the
specified threshold.

Algorithm 1. BOW-LM

Input Active set fxi; yigni¼1 and a batch of new inputs f~xignþsi¼nþ1
Output Prediction ~yi , signðfð~xiÞÞ ¼ signðhð~xiÞTbb)
1. Denote the initial inputs as Xold and corresponding labels as

yold.

2. Initialize the parameters vvi and bi randomly.

3. Compute the hidden layer output matrix Hold, the weighting

matrixWold, the matrixUold and the corresponding

connecting weight vector bbold.

repeat
4. While new data chunk I substitutes for some old chunk D,

compute the corresponding weighting matrixWnew ¼
WI 0
0 WD

� �
, hidden layer output matrixHnew ¼

HI
HD

� �
, eHnew ¼ HT

I �HT
D

� �
, and output vector

ynew ¼ yI
yD

� �
:

5. Update intermediate matrixUnew and the connection

weighted vector bbnew by

Unew ¼ Uold �Uold
eHnewZ

�1
newHnewUold

bbnew ¼ bbold þUnew eHnewWnewðynew �HnewbboldÞ;

�

with Znew ¼W�1
new þHnewUold

eHnew.

6. Update Wold  Wnew, yold  ynew, Hold  Hnew,

Uold  Unew, bbold  bbnew.

When the data steam is stable, the threshold can
be calculated as a constant based on the initial active
set. For the nonstationary data streams, however, the
threshold should be updated dynamically. In this case,
the above identification scheme enjoys a low compu-
tational complexity.

If the data distribution of the data streams does
not vary frequently, the center point o and the

distances d1; . . . ;dn could be updated periodically.
Then the main computation load for each new
received sample lies in calculating the distance of
~hð�xÞ to o, which has a computation complexity of
OðLÞ, much lower than most of existing projection
methods. The designed anomaly detector is an agile
lightweight module of BOW-LM. It is based on the ran-
domized feedforward networks of BOW-LM, particu-
larly on its random projection and nonlinear mapping,
and in turn serves the budget maintenance strategy of
BOW-LM.

Budget Maintenance Strategy
The budget maintenance strategy is a key point for the
budget learning algorithms. Two types of instances
are considered to be removed : i) the preferred are the
identified outliers; ii) the other candidates are those
located far away from the discriminant hyperplane.
Particularly, for the second type of instances, we intro-
duce the maximum judgement criterion to select and
remove a sample ðxk; ykÞ from the active set with the
setting of k as

k ¼ argmaxiðyifðxiÞÞ: (10)

EXPERIMENTAL STUDIES
This section will be devoted to evaluating the perfor-
mance of the proposed budget online weighted learning
method. All experiments are performed on MATLAB
R2018b platform with Xeon(R) CPU E5-2640 v4 2.4 GHz
and RAMof 64Gb. All thematlab source codes could be
freely downloaded from https://github.com/Isaac-QiX-
ing/BOW-LM.

Datasets and Parameter Settings
We list the the characteristics of the employed data-
sets in Table 1, where IR measures the class imbalance
of the datasets:

IR ¼ #Minority class
#Majority class

: (11)

Here, the majority class denotes the class that has
majority of instances and the minority class is the
remaining class of minority of instances. The small-
scaled datasets are obtained from,16 while the large-
scale datasets are generated by MOA.17 The values of
the attributes are standardized as zero mean and unit
variance.

We employ the commonly used sigmoid function
as the activation function. There are two hyperpara-
meters, the weighting parameter C and the number of
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hidden layer nodes L of BOW-LM. Fortunately, we find
that the performance is not quite sensitive to these
two parameters. Then we set the parameter C as a
small number of 2�20, and L as 400. Moreover, the
parameter aquantile in Equation (9) is set as 5.0 empiri-
cally. The experiments are repeated 20 times, and the
average performance is reported.

Evaluation Criterion
Error rate or accuracy is the most commonly used
metric for classification. However, in the scenario of
imbalanced classification problem, it is not appropri-
ate. We employ the widely used G-Mean and BM index
as the evaluation metrics. The G-Mean metric for
binary classification is defined as

G-Mean ¼
ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi

TP
TPþ FN

� TN
TNþ FP

r
; (12)

where TP, TN, FP, and FN stands for the number of
true positives, true negatives, false positives, and false
negatives, respectively.

ComparisonWith Different Budget
Online Learning Algorithms
To evaluate the effectiveness of BOW-LM, we compare
it with four budget online learning algorithms: random
budget Perceptron algorithm,18 bounded online gradi-
ent descend method,19 budgeted stochastic gradient
descent algorithm,20 and budget least square support
vector machine,21 which are abbreviated as RBP,
BOGD, BSGD, and BOLSSVM, respectively.

Table 2 presents the accuracies in terms of G-
Mean and BM metrics, on eight small-sized datasets

and eight large-scale datasets with no artificial out-
liers. We do not report the results of BOLSSVM on
large-scale datasets due to excessively long elapsed
time. It is shown that among ten out of sixteen tested
datasets, including Yeast1–Yeast6, Abalone, Page0,
RBF_1b, Text, Text_2b, BOW-LM outperforms the base-
line methods in terms of G-Mean and BM metrics. On
Shuttle0, STAG, STAG_b, all the tested methods show
high accuracies, with nearly 1.0 G-Mean and BM val-
ues. On the remaining two datasets, RBF_1 and RBF_2,
BOW-LM and BSGD achieve similar accuracies which
are higher than that of BOGD and RBP.

Moreover, BOW-LM shows some advantages on
class-imbalanced datasets. There are nine imbalanced
tested datasets with the IR less than 0.1, including
Yeast4–Yeast6, Abalone, Shuttle0, RBF_1b, RBF_2b,
Text_b and STAG_b. On six of these datasets BOW-LM
outperforms the baseline methods in terms of G-Mean
metric. On the remaining Shuttle0, RBF_2b and
STAG_b datasets, BOW-LM still achieves highest accu-
racies, with nearly 1.0 G-Mean accuracies. These
results have shown that BOW-LM works well for imbal-
anced datasets.

We also rank the compared algorithms, excluding
BOLSSVM, on each dataset according to the G-Mean

TABLE 1. Characteristics of the employed datasets (IR:

imbalance ratio).

Dataset Instance Atts Classes IR

Yeast1 1187 8 2 0.4064
Yeast3 1187 8 2 0.1230
Yeast4 1187 8 2 0.0349
Yeast5 1187 8 2 0.0304
Yeast6 1187 8 2 0.0243
Shuttle0 1463 9 2 0.0726
Abalone 3339 8 2 0.0078
Page0 4377 10 2 0.1137

RBF_1 1,000,000 10 2 1.0000
RBF_1b 1,000,000 10 2 0.0204
RBF_2 60,000 200 2 1.0000
RBF_2b 60,000 200 2 0.0204
Text 20,000 1000 2 1.0000
Text_b 20,000 1000 2 0.0204
STAG 1,000,000 3 2 1.0000
STAG_b 1,000,000 3 2 0.0204

TABLE 2. Accuracies of G-mean and BM of different budget

algorithms (BOW: BOW-LM, BOLS: BOLSSVM).

FIGURE 2. Comparison of various budget online learning algo-

rithms with the Nemenyi test under p ¼ 0:05.
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metric. The best method gets a rank order of 1, the sec-
ond-best gets a rank of 2, and so on. We depict the
average rank values of the four methods and the criti-
cal difference (CD) of Nemenyi test22 under confidence
level p ¼ 0:05 in Figure 2. BOW-LM gets the highest
average rank, 1.294. The followings are BSGD and RBP,
with the average rank of 2.676 and 2.824, respectively.
The above statistical analysis verifies the advantage of
BOW-LM.

We also record the elapsed time of the tested
methods, but do not present here due to page

limitation. RBP is the fastest, BOLSSVM has elapsed
the longest time, BOW-LM, BSGD and BOGD are
ranked between them. For each received sample
which is incorrectly classified, BOW-LM updates the
classifier with OðL2Þ operations, falling in between
BOLSSVM (with OðB2Þ operations, B� L) and RBP,
which coincides with their elapsed time.

To evaluate the performance of BOW-LM for data
streams with outliers, we randomly select a series of
percentages, r0 ¼ 0%, 2%, 10%, 20%, of the samples on
each tested dataset, and add independent Gaussian

FIGURE 3. G-Mean accuracies under various ratios of outliers.
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noise with distribution Nð1; 4Þ onto their feature val-
ues. The G-Mean accuracies of the compared meth-
ods are depicted in Figure 3. It shows that as the ratio
of the outliers, r0, increases, G-Mean accuracies of all
the tested methods decrease in various degrees, but
comparatively BOW-LM is affected most slightly.
Among the 16 tested datasets, there are 13 datasets,
including Yeast1–Yeast6, Abalone, Page0, Shuttle0,
RBF_1b, RBF_2b, Text, Text_b, STAG_b, on which
BOW-LM outperforms the other methods under vari-
ous outlier ratios. On the RBF_1, RBF_2 datasets,
BOW-LM and BSGD achieve similar accuracies, which
are higher than that of BOGD and RBP.

Particularly, we count the number of correctly and
incorrectly identified outliers under various levels of r0
and list the results with r0 ¼ 10% in Table 3, where TP
and FP are the number of correctly and incorrectly iden-
tified outliers, respectively, FP and FN are the number of
correctly and incorrectly identified normal instances,
respectively. It is shown that BOW-LM correctly identi-
fiesmore than 85% outliers (TPR> 0:85) on 15 datesets
with FPR less than 0.09 on 13 datasets. We also check
the case of r0 ¼ 0% (not listed), i.e., the case that no
outliers exist: the BOW incorrectly identifies less than
8% outliers, with FPR< 0:08) on 12 datasets. On Aba-
lone dataset, the percentage of the correctly identified
outliers is relatively low which should be deduced by
the inappropriate parameter value of aquantile. All in all,
the BOW-LM achieves high anomaly detection perfor-
mance in terms of TPR and FPR.

CONCLUSIONS AND DISCUSSIONS
In this work we propose a budget online learning algo-
rithm, BOW-LM, to identify positive and negative
instances and detect anomalies in the imbalanced
data streams. By considering the distances of the

transformed samples in the feature space, an new
anomaly detection method is proposed. Preliminary
experimental studies have shown that (1) BOW-LM is
applicable in both imbalanced and normal real-time
binary classification problems; (2) BOW-LM could
effectively identify anomalies in the tested datasets.

There are still some important issues not dis-
cussed. We have not explored the data streams with
various types of concept drift scenarios, and we leave
it as a future work. Moreover, the proposed anomaly
detection method is not universally applicable. Cur-
rent detector has only one cluster center, and could
not be directly applied to deal with heterogeneous
data. The existing distance-based anomaly detection
methods may be transformed and embedded into the
framework of BOW-LM for real applications.
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